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HATHE

—EfEAERAR— A

HRBREER IR L ATRERTBRINTR RFMFEEFSBEEARE TE
EETEEN LMMBRAE ARMRARFRMERMN. ANWREERE MEAFRE
IEE MTERERENEN, HEEERN—KEER,

BAET—EREZBZIREEMNER, Google —EEHNMNARRMIE, £pIME (58
INEEEMRETE (510 re:Work), TI2EEENEREEME 5% (4N - %ﬁiﬁT%l‘_&LI
=), lfl&i{nﬁcﬂ’]&é*ﬁi(5|J§D:BeyondCorp_>) RiZBEKES, Google B T —
B E iR AR R RIESR

Google Cloud $£FHEZE (Adoption Framework) AR, ANB . BfiTHlE T2
B, ETETLURBEERBE, haBA%ERSMNERE B iIEEnREPHER,
EIERAELER Google £fEEH S 2 FEEmMBIHERLURTEIEF R TITER,

&Rl LUEEIS TR 2R SR MR RA R AR 8t B T 3 A R im0 ZE (R KR, 1R B H RERBIER

il EMANGE. FFFHEEN MREFTESHEBMH, Google th HRMMEAMMRT, 13
B AR AR E B im RS A fE 5| HSE B ERTE, ARTF AN ARin LARATIEE M
EFF AR AEREERE R R AR EN B AR,

o {E E 8., ={ERE

EREMR—ELERELENER BREVEFRBESLSNM, GHEERATHUTHI
KEEE (themes), EAEImEMIVIEERIL TIZE:

23 (Learn) BRSFHEBREENESEEE UREBILIEmBTFHIML
EEBEERE, Tuiﬁﬁﬁ""%ﬂ’fﬁzﬂ’] ITEEH, AHEAEETERE ? R
BE %m’é)\ ? IR EEE R 3R — B 2 ARk ander 2

$EE (Lead): T EH IT EXFIREEZIRIFE BB A S BB, tH1E

MBRFBIEE ., B2 AN ? 2E5R TEMNXHE ? EmE R
fAIRATRR . EITEEMTE

&R (Scale): EAEmARFF B S E A A I R A TiRIEBBERIE
B NfEIBCiE EinIARTS 7 NI D ECTAE 2 anfel B A B R AEARRER 2


https://rework.withgoogle.com/
https://landing.google.com/sre/books/
https://landing.google.com/sre/books/
https://cloud.google.com/beyondcorp/
https://www.scrumalliance.org/community/articles/2014/march/stories-versus-themes-versus-epics

iIKala Cloud

&% (Secure): EAZREMR. UEMNAHPLHRERYKAEZEIIRBER

REFEEFEENFR SRR EM=EEEI B, AMLEFE
Fe 2 i PR EE £ AT 2 (B AT AR SRS sk E I B A AR 2

CEAIERAKTENERERGIRACERERNERER, HHEsETE SLEER
BEEEUT=ERE:

%15 (Tactical): H#EABMTEEHMEEEL, BREF—BARPAE -
HIRESIR S|, RIFFECEFT A A BN ITEE, HEINELSRIERRTEA
SR, BOCIRIRAEEFR T, (BRERERIE,

$RHE (Strategic): ENBHMBRIRATRREESEANIERE, T
W EBRBTLARE DEREHACHEREEERSTEE

3 (Transformational): E1REEIE ENFERAE R, KREELATLUES
. BB ERELNHIE W HTRRETRENS N | EEREL
' T' | ELHEM, EE LR E S T TE R RSO T RE AR
| TR BB,

UEHBEREME, S LARTGEER, SRRERENFIEHKEDRE, LEFE
8T HRERFE, P HIBEMS, 1T AR LI RIS R FE R LR FRIRE R

R BNEEE, SRR BEREEEERE T MR ARFNBE ENEXH
BumMREBF.

ZinRAEER
R = AR AT EN, CHESERERERR,

©) @) ©

Tectieal = Learn Secure

Self-taught, Change is slow and Fear of public

B 3rd-partyreliance [l - risky, ops heavy B internet, but trustin
private network
Strategic
Templates ensure
‘7 B Organized training, [ B good governance - Central identity,
; 3rd-party assisted without manual | hybrid network

review

Peer learning and

) sharing, 3rd-party el
) : staff aug. only
v

All change is Trust only the right
l constant, low risk, o people, devices,
and quickly fixed and services
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AEEEXED, G LA INEEERIERHFRMNER, ERIIZBEMRBRES A
RFRMER A EREMERF. SEREZLATMNETIRHERA. €@, — &
ROEIER, Rk thERE ZMCMERRIE, EMHESRIH, EERZHEE,

EH epics SAEIERITTR

—BRETEARRHRAERROME, RRET S8, A TRE R ERHEY
EEREE, AR S TR (RMBZ A epics2), 5L epics EBEEMT
SR EE, TG RRRERAEER, i B A LUE— M5 BB R E SE,
RIERBEREME S,

LUTRAER. 5. fRFEH epics, INRIEREEE R epics M—E5, BEEEEEZEN
Eif, SLEZHFEEE (Learn). $8E (Lead). & (Scale) 1%k £ (Secure) #4 epics,
ML epics IFRE R BRI ERFEHAEE.

People Operations

Behaviors Communication

External
Experience

Upskilling Identity &
Access

Networking Data Mgmt. Cost Contrd

Architecture

Infra as Code

Resource Mgmt Incident Mgmt

Instrumentation


https://www.atlassian.com/agile/project-management/epics
https://www.atlassian.com/agile/project-management/epics
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Google Cloud £ F1EZE (Adoption Framework)

iE = AR T 2 Google Cloud AAZKREIER F ERE FEAIES © FER N UEEmIR
FAEREF epics M={EARARSE:, EREinRAEER, BAUEEBC BRIEZRF
RIKRE , FEif epics, AT LURE — Bt ERZEDEESEZMEMME M, EREESE
EETEMN, BRI UEEAEintErEEARAE R epics, BEAERBRNER,
Google Cloud % 2 & & EREE,

BB GCPEMRMEE, Er LB E iR AEETRE MG, EFEREM
REFRAEEIER, i B FREEHNE SRR FERE REMRFEES.

LEERFAHEZE (Adoption framework) RIHE L T IR E A EinrETFE. TEERAT/E, &
LERE—EEHREE, Hks—EUERAELMBR,

Tactical ‘ Strategic . Transformational

Learn

Secure

:
e (@)

APFi$Em

MG TE T —EE13R 88 Technical deep-dive RUFRET, TR TRIEMERE, BRERS
BRHUAERE, EEBEFREKEUTHR,

MR E R E in A E

RIGHFEZRBEBR N BEESIHERATE EENERSEERATERSE. BE. BE
MELHIBEN,, [ technical deep-dive & E{EF BIRHMNERIELSRIKE, AEL
SHMLFTEEN, LERREKRES,
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G AVARN: OISR

HHIEHE R EZIEHERENERRAEELBE, 5%, TRIMBEAZEKEEET
RIRIAEE, R e 2 EF BRI AR, ZEEEE A LRI (Tactical) A8
12, 15 A% EA%KBE(Strategic) g R EAERE! (Transformational B M E— 5,

RENEHIEimER RS

HEEEHERDERREEMNERFEA T ERMITE, ERHIRTE M epic, FLEE
BT AR TEBPME R —E5E (WTE)  FIENEETE. Rt EEEER
gl KA EmETEARZTERE GCP &R~

'

Secure Training Change Management Cloud
Account Setup Program Program Operating Model

HEEEN RS

MEAZRPRAEXNREMRARTIEEE, EEERITNEHMAAENRZER, &
R EMIFRREBERAMBIEECNERENTNED. BECESHBNEE
(Learn). $8& (Lead). #&E (Scale) #1&Z £ (Secure) MIEEH, T EBIR A VIMRIEE
B ERAREMER,

FERR It TR EFINE ?» SR EXEASInEERNIE 7 #HE| 2 8 7T fefEm £ iR IITE
MW TEEHRERALEEYAREANEERR, ACRERBH FENDLE , A6

FEEAEMEIFRHEN, SREZMEFRENFM. BEB REMFEIG RAWLE
THRAH,
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BATRA
k]

PRIEE—FIRE I IR BT E, BRIRERBEZRERIEM,

LLERFAHEZR (Adoption Framework) AILIE BN GETIRE], EQSEmMAEER, &
TR US M EDBREEERNENMUR epics , © A LB EEIE SR ABRIZRMN E
I,

i AEERRBEETMMIRZRR (5 A=ERE. REX®E) REGEBEHER
HIZE(RTES . ELE epics MIEFERBMMTHNMAEERSEEEN TR, ELT
EE S HEEERMEEEE,

IR FAEZE (Adoption framework) 21R#E Google 1B E B & &~ & A Zim 10 8ER, 1R
AT LAE A AR R ARG IEFEIERERMA M, BIrTLUAR BTN I/E, thal AZRREKK,
R &G FHEREZHEEEBREER, EE THHMNREREEERIBEETFMRTE.
BEEEER, SRFEALESR, RE—MEILEEEMFRACEEL>FIRRMWETR,

S i R AR B B
TIEAAEEREANSERE, RACMERRCRELROERITMES. EER
BRI R E:

S EAER. FASHESRFNEEIHRARER (ransformational) 3%, &
RLOEMEHEE, BREVARRIT (tactical) BEEXERESEHMALN, I7E KK
(strategic)BE X ER S P EAR TN, EREFSE R E —EERBILEMN,

FRBREELRRATUEFEM TR EMS BMITR, iaT M ER,

BTG RAE
HIRE R A A LUERIE N B2 0 T MRS R ELRA, fINBBEILAR
RIS RN ERE LR, WASERA. RELROLE,

A —ELURT 4Ein BENER SREAETERR, 8 1TEK (AR). EXHR
2 (BefT) LR EEERY (RE) £TR/MEENER. SRS FAERMNEERE,
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15 (tactical) P EX RIGF REREUR MR IR B ESEERA LA (TCO) M HItER . snRIGFAEHE
BAEZREEESZRME, GrEgRAERAEREER—EERBEY, HEREEE
Bk Z ZRRE (strategic) BEER . MR RRZEEEIMETEXNIRIEMNKER, FHEEEZE
HMET —EERNEE MBREEEHEEERES , MEBAF KRR EREREEE.
FRIR (tactical) FSER & 1R 1 5 BE (stragetic) BEEXFT A T/EEE 7 £ HE,

RESAAAE

BBRERFEEMEREN IT BRERNREEERNRRBEBRE K BhRESERMAE
LISER GRS B AR 1R 1T B B RARNEE.

B4 —E LIRS 2 Ein B R0, SRS H IT B (A8). BAFKES (Biin) L
REEEE (R2) 1T —ERENEE), ST LUERR IT 817, FiRA AT BIEMANE
E AR EGIE R IT #E,

PRI R

E R AR NERREE, iF 1T RELRIHCIZEEVENRMABE ITRETHEXK
REfL, MBFRBAAISHBRBE,

RlFF D HERMERRERMAERERANEN PRSMNEAIRR . FrEdE (a0 F=.
B, &FE) WRES. EREXNERMEZS T (KREE), CEXGHRIEEE %
BEREN 1T 8, UEEREBENAEKHTIEE, EMMNRERHHERE,

A — AR ARG BFNEE, SNemEMR IT B8, SEERZEXRMIIEIR,
R FRERREE S i B SIRER, WARBARFERA %R (SLOs) 1T E, ENE
I SERIBR, IR AERMRBNREERGENWER, 7 XFE—8, &8
EXRBFERT, G LRBEANZEEETRE ETHRNNSEMERAM2R
BHEERERIREEEN A,

AL R

HERRAEH=ZERERMARAZRMOATE, UERERRREER. EEBEHER
B RTB A EXBI R ERERMEERS, ER—EFMEESEMEMMBAIE , MAER
—FIEMIRE, EHERREIFERENEFER. EERNEREERAE. ERNEIREHE
REN.

IS E B IR EESE L EIRER! (Transformational) FIB1E , FELEREER, #RAOAERIIS S
BE2E (Learn), BXEE (Lead). BXIERE (Scale) IR L EMEAR L (Secure),


https://www.cloudtp.com/doppler/true-cloud-justification-moving-beyond-tco-savings/
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AR R IRAT AP RRET B R BRI AR, A THREKANETEREEN
nﬁiﬁ BRERAEFENETE THEBFERPSETEERTT. RIS AREE
E’JIEE "*Eo

2F
FimiE A Epics: 23X 8 (Upskilling). 51 #1#EE& (External Experience)

TEMNSFRNDFIRANEIERAMIRT IT AR, ErRILESE
ZHAREMERBHAOZNRERTEE, EREEE THATILIEE
RIEHE GCP LAREER. RREMEXETFR, TRAES —REBER
A e R IR B 2 R AR

TR TR ERTMBMN BRI TRERNNSUENER, RARE=A5FERAER
BREZHEF RO LS % HE B LR,

TRANSFORMATIONAL

STRATEGIC
TACTICAL

Peer-to-peer culture of
Training classes and continuous learning through
certifications offered to wikis, tech talks, hackathons.
anyone interested.

Self-motivated and isolated
upskilling only, using sources

like online docs and YouTube. Updated roles and

Hiring for new cloud-related responsibilities for entire IT
Third parties cover for roles. staff.
eneral knowledge gaps and
gave admin accegs tgo ?he Third parties provide Third parties serve as staff
entire GCP aceount. specialist knowledge and augmentation only,
have break=-glass admin without privileged access.

access.

SEEM - RITRAE

Upskilling @F AWM A, EMBEREAMNEEHHE. RENHEER, MELERM
YouTube,

BBRFE=ZAREAMNSEBHTABERERENELTE WMHEEEAEEEEHER
RIRR 5> 7 ERFERR, It 7 3% A BRI R RE R, A EAI R EREE —IELL,

AN RERAN IT ABHREATKER , MIEENBFEREHERNMET,
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P EE R -SRI AR

Upskiling 227 B2, iefticERSFEAERTERN IT AREA, 2SR HHNE
BitE, EHRHR LR IR THIRRE , YD RHPEEREARR.

FE=HAERERMEERNB, LUEM IT AERRSBZENRMMEE, BIEENIT
ABBTRAZBRE=SFEERENERMNTKEEFEEN, MERMHEREELRE
WERERR, BIB=H &R LCETHEY. tfeEEHeREFNEREIRETHE
FEAELEGEH#HR, UEARIKREHEE,

REAERBRIETNAR, TERBEEHREHEHBMAT, ATEZIT ABEEHNE
TERIMSES, 560 1T ETHE—E GCP AIKEEEHTEE, EMmMarLualER
o,

B m A - R 2

Upskilling B FZAREHEN, BRTHRBBE TGN, IT Exthel U ARBEERTN
MEMERRBRICENE &, s, el LIBEE—S 5B T 8 TEEABRRISRERE
XEMERZEMEXR TIEMED , EXULESHE L BERE , YRIFEZ AT,
RERIGEHEETHEBL. BE, URE—EUERAERES T HBMNER,

F=ARAEMEEBHEERFIAHRNEERMBOBERIFERNE TR
o, REHUBIMEEER AT UE AR ERE, EEREFRAEEHE AT U ERL

ERAZmEERAFERIRREHFEN (2E:CLlevel TE. FEEE.
BEEAN) B LM TEGEFHERE. BT LEBESIERMELENE
N, EMEBHEHARETE BR. MHIREK, HEFEREER A —ERIT.

BRENGERESEER L RkETRMMAFHRHERERERE—E B
fiafP th T/ Z {MFE BE L A 0 B A % A 3 i [ Pk e TR B2 At P B SRS
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o TRANSFORMATIONAL

Autonomous product
Cloud adoption is driven by developrnent teams.
Cloud adoption driven by a small cross-functional
incividual contributors group of advocates, working Error budgets and blameless
across project boundaries. postmortems are

within one project team, >
- recognized at the C-level,

Collaboration outside this
group is difficult. COrg-wide regular progress
updates.

Collaboration with other
parts of the IT org is difficult.

Er e e T e e Endorsement and extra

management. No extra budget budget by C-level

TR B [F] -1 7 R E

Sponsorship RN EREERE, MPIEZAFERMEFR ("EF") LI EHEKRHR
T AEEEEZRMERT, TEEREBHUBE,

SR AEERRHEARRENED RathMEEEFEEB, REHERAEmMALRE
it IT AEBRERIRED, B2 AHEBEEEE.

HREEZERNERHFEASHMERERNESR, tEENATEENEESHERE
17, FTUEBR A FEERZD IT B, BIETRNER, SBRAGERIR/NDATITER]
(minimum viable cloud) 2 Ei#22F IT1(Cloud shadow IT),

RS A - R ES R E

C Level T EREXFHEmFER. ERFPMEMEEMHHAMEN KPI, UXFEERRA,
TETELTRHEMMPIREIER (01T RERBEM), BIREFPWEEEE, HFE
BAE X Fr 5 A E i

BREIRF B S EER 1T RHKE, MAZELmAK. BIFH. EKIEPRENEE,

SR AEEEZTH—EEMMIEBEEXATHE, RESEER. ZEXATHRREE
B IT B ERERMETE, B0 ERAREZREEN., RIS E X TI26M. MR T2, Z14/
BaEHEE. S EE M. EREKRMME. BRKE 22BERE, MmN IAERE
BEA KPI Sl E# . RAEImMETE T LR AR IT 6. FMRERMR MR
ERCEMEER,
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RS mE M- R E

BIEITH, M5, £8. ANEBERFAEW C Level TERELEXFF, BTHFHERES
WREEER, MM EAEERAMNERMNAIF LEEEE. CEO EEMKREBRHAE
HELEAMRE, §7F IT BFIEETERERMIXIE.

EXRERAASREEHEMARMRETEE THRHNRRBEIRE , BATHEAR
HARF/FERLE T ET—LERIAR, (BERBNEFIRAZEEBE—EY
it MAZFHEEBERE), EEEKSINERATUR I RBESHNEMNDF, B AERIE
?)‘x’ﬁ#%%?éﬁlﬁ‘éu,\ LI—BRRSRERE MA I EEAN,

S

EunixF Epics: 2424 (Architecture). FiE® & B3 {F Continuous Integration and
Delivery (CI/CD). Z % BN1#23 (Infrastructure as Code)

TEAEEIRMIBERRE DEURN G ERREFERZEE (managed) £
AR 2% (serverless) EimARFFHIFEE ., CI/ CD FRIEME . FIiRIZA0ERE
e,

EEH"FJ?’!ETW%%‘BLL_API ETER RLERILEMEREEFRS L. BBLRER]
LUBD AN EBAL B Tk, ERMNEREHRRERRE SIRFHMRRER.

TRANSFORMATIONAL

STRATEGIC
TACTICAL

All cloud resources can be

Project foundations are (re)created at the push of a
Allcloud rasomrces am provisioned from templates. button, within minutes.
provisioned manually: . L .
Solutions run in immutable Solutions embrace serverless
Solutions run in long-lived VMs or containers, and cloud services.
VMs. and OS5 must be access is locked down.
S Changes are constant, are low
maintained. - 3
Changes are tested risk, and are deployed with a
automatically, are medium risk, programmatic strategy.

Changes are reviewed
manually, are high risk, and
are deployed infrequently
and manualby.

and are deployed manually
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e R [ () -4 T A S

ERFEELLR Serverless EimfRFEHRHIM, FEZFHENHER, MREBMEBEEH
S8 £daAHRMERE (VM), E@EEEE| (Configuration Drift B2EZAF%) BOERE, &
BEEMERHH#M TR —HAEREMNIRE. BERFEEEMNATRSZ, RLEETETES
B, EMBMKESRE. SHEESH metrics WEIE,

FERRAMRERETHIEFIEXEFNMRRIRSH, BRNENERFEEEL
EZHEA.

EiREIRIMERTE R BB GCP Web Console i 215552 ME (CLI) 2KEITIEME, W2 HF
FH Deployment Manager & Hashicorp B Terraform 4 &% EBE &L TR, AER
FE)ERTE REERIRIARSS, 155/ GCP Web Console 5 CLI BEff 2R K¢S, (BiEEHR
= Zim RS 8 2L FaBm

1 R T ) - SR RS R A R

VM HIFRE R EER, ERFKERERRFHMEDIRE., RIFEERRAZRANEH
VM BR{Z1E T, FIKEE (stateful) FEEAKEE (stateless) I TEE ST 0B, LI
SEMEHIKTEER, £ VM AL, HEENZREREFEAFTERE VM UANE LR
%, 22 GCP & ¥ AR5 . Cloud Key Management Service(Cloud KMS) = 2
Hashicorp Vault,

HEMEREZPFN, EXREMNTESZSEFHHRBENCRT, TUAELERER
[EZ] E— @R

FEREXERXGR T EAEZMBAGRHK2, S HEREIXMREEZE (APM), ik
21518 Stackdriver E{E = HERRAE, 24 /EENEET 1% IF X ARFEAIE IR R

{# Y GCP E R 21 : VPC Networking, FTERS (billing accountjl & Cloud
Identity & Access Management (Cloud IAM), ifii%i® Deployment Manager 2k
Hashicorp Terraform f2=X 1L #117, EMRBRBEA (input), ANELARFIL , BiE B 4.
EBRFT B . URIRFEETH M GCP BXE ZARFEHIKFERR.

5 R [ P -85 B A
ERRERT, EXBEN VM SLHLL debug % B8, #1T shell 35, EA{TAER

T, HETEEMRE SRS IR (H140: Cloud SQL. Cloud Memorystore) 2k
Serverless/SaaS R AE, URKXMEER DT laaS LHIEERAK,
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RtEH AR ZRIER, ZBREEREKE (I £HERE. EMNES) BXLEBH

TERIRRMEE,

HEMEZEIEEEN, EQSBERBER (service-level) 1517, ERIRFERE IR

(SLO) HoEHE,

FrEEiRER9:E @ Deployment Manager, Hashicorp Terraform #2 XL &E, 2 E
%18 GCP #) RESTful APl #1TEXE. AILIER N EERNEEH E5—1@ zone B2

region ElliE (& E IR,

£

W}

FiRER A Epics: ERFIEE (Access Management), E# & (Data Management)

. B EH (Identity Management

B LR, FinHILRMEAFEBURR

AT T AT R R (212

MAMERE) ITTHERE)], UREHBBRBBEMEEARK, EBEDEA
HEBETEEN S H/ME, BREMNT NI,

RESEMARRE, THRTEMEMERE M =EAS R

RAEEMRRE (1) FEEE

EFMEARERERNERE, (2 BUELNEAREBRNTENEEXLREE;
(3) BEBLER  &RXRERD AN AERMATRE LIRS EKE.

HRREMIFEEE TERATCEBTHAMENTE RLEMESRAREMNZ

IMIE,

STRATEGIC

TACTICAL

TRANSFORMATIONAL

Staff identities are synced
Staff identities provided from corporate directory.

solely by Google. )
Predefined IAM roles follow

Overreliance on primitive principle of least privilege.

|AM roles (owner, editor, viewer). ) .
Hybrid security model,

Strong reliance on perimeter relying on both network and
security and implicit trust application layer.
inside private network.

All service-to-service
communication is
authenticated and authorized.

IAM policies are continuously
monitored and corrected.

Multiple layers of network
security, from internet to VPC
subnet.
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R R -F 0 AR E

R F B3 1458815 4 78 TEE R~ & Google Cloud Identity 87, 1 GoogleAnalytics.
Google Ads. Play. YouTube B HEBRF h AL EMNEH 2T, ELFHZE
MEEMPREREL, 5130 Microsoft Active Directory, Rtk A2 B —EERKIR
(SSOT) B,

Fif 1AM EEIRFBEEHR (project-level) JRIA A € (Owner, Editor, Viewer) {8 Fl 4,
mA=EREz/IERRA, FEREARIEMRAF Z L GCP £Z# Billing Account,
E{# FH Forseti Security, GCP Admin Activity, Data Access logs & T B iFEE 1%
IAM ¥R, i B AR EE GCP EEFHMEBIEFIA S, AL EHBIE
Service Account, ifi H A& B E)iX#: Service Account I8,

BEKERREMEIEBBNERAEXBABMEBIMNZSEEER HNBEHEEEE
MR&EFin IP address SEEARRIEOE LT X EERHEHEROEETH. BLXZAESE
HAEH DO MAEFERERERMAE (VPN) BEETNE, FTAEFEHAERESR
£ (TLS) EERERBMZMIhEE, VPC IRFEIEHILIBEEE S 2T E /M GCP IRi%
(#n: Cloud Storage #1 BigQuery) &&RA|, MAZEHIENERIEE,

R EHER-RIE AR

R F & 121¢ Active Directory 5 OpenLDAP % B $#%[R#5 2 = Google Cloud Identity
 EMRFE—MNEERBENEHENETERE,

FREEBHERMNBRRE=AEE D (SSO) B ETHHEE, BERFERE
EE\ AEAERSHNEER ZERBE (Al : SMS S BELREBAEN)
R EREBHARE,

Ein IAM FARAEFHANTECEAR, MIEERMNERERIRAR ., EERIEEH Biling
Account BIEE A B EEAABRAIMER, LHEREREREE,

LR AREMNREER (VPC) ERZENMNET 2B RAREEEMRTS, 0 Fid
Google BZi& TLS M2k EinTF#& &S, Cloud Identity-Aware Proxy. Cloud Armor, &
FE T FANARTE R BRIV RR RS
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TR HE M- A E

Fr B IR7%5ZIAR7% (service-to-service) MBI E{E B F R ERETIIRE, ERIREHEZMH
BIHEHRFAEE (VPC)# VPN BIER T, BEF2EEEMN. ENREEMNERERE, A6
[ K AERR B S L EF 45 B /Y IP address ELE1E], = FHEFER Service Account,

EETHRAABHREBEFRENAZR, TUSGEMNEFAZTENENEERE RREERE
M EEFRER,

FAERAZERFHBEAEERE2FHFARMIEEMABHAKENTT A, SMS FHKHE
AR REREARTAZT LM,

GCP Admin Activity, Data Access logs &1 Stackdriver TE#iTE#%, it B BHZE
ML R B EYAEIRTE, /A Forseti Security % T EHEES #2144 1E Cloud
|IAM HERRFNRA K AR R B,

Epics

FMEEEHAREER &, ERATLSEL REML ATRTH TS, ERE
epics IR R EBM TR RMETERRTE, HREREKRES X,
epics W TEIERERI A B/ BITERE D TE 1 SIS BRI TR, B8 epics, 1155
H2 X ARBERIGTE T MRS ER MR, BUE HIR A B — EH KT,

U—BRMAENS, FEEIREERRAEEPH epics, HN—EEXBRTE &
AIRER E — R RFTA epics,

Networking Cost Contra

Resource Mgmt [ Incident Mgmt.

Instrumentation

BREFNMEE
FIZ - B iR QU IR HER A B FOARTS Y HE7E 2R E BT EBERIRAE
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BirMEREFNEERE  AREFEHAEFNEAFERMNE RBMENR/ N EER,
Cloud IAM, — A E{KERE KSR EE (Cloud Identity), B—AHE{NEEZER —K
By & R & (Resource Manager),

Hit, BRFREECASEEERERE. RRRBRRE. 1RFEHA. URERAE,

RiRRE

B RUSKEEBREEMNEENRINTEMFHRE.

EinEEEaEEEEMNENRTENFHRE, KEREEAERSFRAERTEESH
IheE, WEEAEIRKESEMREEEN. BAHAME , ATRSERMENEN , EiRE
RAREXEEEEEREKAFEED BHMEREB)RE, EmEAREREAREER
(software-defined) EEARA[%# (immutable) Joi, B ERFEIEFH M ERERTE
BHiNRen,

RMEBENBERERARZRERIBMARRERIERTRAEMERRR. B8
HEE1E1R.

FER R

BEE:- AR BEEH —ETHERRBEANITANAE LUIRSBEKRES/ENER, BiF
Hh EA s F & 35, it upskilling 22 E 2 L A0,

Bk, BEE. SONTESXERM 0% ALWITHA. BTHDHMERAZERTS , B
RIEZEMREBNTY, EFEATHBENEER LBEHENSE. EHNEE
MESRNFEZES THNERAZEHIIEE, fl:HE. FER. DERE. REXK

AT, BUBEREIRIIR K,

HRMEERECEREATHETRRRNEE , WHHE-—BREE IR,

FHEESHR T (Cl/ICD)

B1%:&BCl/ CD REEE BB EIRM, A&/ ERIFER TRE. Bk, SEME
BE,

ARESHA RSP, FEFSRNAR, B2 KEBERK. TA#ESE, SZEREXR
RUMETE S ETRENET. HEXME, EETHELEFREAR, HRISREHR
HERE, —EEEMERIERMEE FHEES (C) LS EERE, FiEME/X M
(CD) AILIERIE XM E G INFEHETT,
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A2
1% B AL MEBI BB MR A TTARIE, (224860, BIR A BB AR,

RATEEREBL ITIREERER TUEAEXEFANERBETEZINERE
BERRE, thi2B LIS EEARKZH (Capital expenditure) AR EMNBERE, FLLEA
EHeREEREMSIE TIZMMEER ., RAEAEEEBREFNERERBEN A E
RSB EEEJRAECEE (logical resource quotas) B EHERE (auto-scaling) Bnft, aNE
RABEENERMR (dashboard), B7R, fifE, AIEEEEZEEZEMERNLE, £
ﬁﬁ”ﬁ?’E%E’]E%iﬁﬁﬂﬁgiﬁﬁﬁﬂ’Ja_&o

FFARREXANEEALERUT ZEBEITEE-—ERNTRAERRENERE
TR ERIER (B AAEFNEF ). FFERRE (A0 WESBUR 7).
LR H (Bl FAEEDE).

fRksEE

B ATEFAHERIMNEMRAKMNERRE, XBE THOZWILMKMES, HHEHR
RADCEMHSE

ARSREBEHMIREITRED, EEXEFETHRNKBRIZTATERM, BiFHERE
AHUEMHEE REEN I TE— BTN FAHEEREREINIFRE 8TF
L8, EEEAENRRMMARE. ARENKSRICEEL—ELE FUNEIIFE

B [FES2E 1M Rt 1M30E,

AHEE

B THEIMAMERAFRE . TEMEmR . BEEERREREAMA . TAREARE
HER ], UEREZEEMNMNRE BN

TEPA—ERFHNEMER TEERRETEE RFCEREEMNEXESR. BHEE
ERAEREERENEXRBEERA. ARHRFHE, NE. 78, BREX. EFE
MER, RERZHBEEEZERRZTN—/MES

s ERiEER
BiE: HEERYENIRAETERNSEER, BMRER0ER.

HEATRLLE@INZRFARBE, BBEER/EANKRTFRMHE-LBZE REM
FRIREE., REF AR, BFRZHAF SR EREFTRURERRAE.
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EFERAERMNBIRE, SKRNADEEEZE—ERIIFHRER, EHEKE Google H
fiRiR 5 R EENE 2 Google BIA1EE %,

Bir e
BiE: AR EEAENRENS S, BRBREAIRE R,
BREAZSHURD, REUBHTEENARBEIEARREN S , EEEH

X, MERBE-METIER TREEMH. BE. Pl MEHESGRLSEEREAR, 2
R BRI RS 89 & 42 &R AT US4

ENEHEE

1% &E@BE 28 Google FIt3B), BIEMI IR ME T, KFF I BNF B HE R,
Mt 4 0 FE R SR E R RE

AEERBR, FERELARFRBNIRERESES, I A7 HRHERRRE
ARFEIRIE . EERAEIMRMAFER T, FEBRMREE IR I LMERE, ARG
MERARE]. FHETEMIESETRME). AEEE) &K1,

IMERGEMEEB A S 175, 25 FrTRERERFE hERAIRRE . FrIeER A hER
BRERMEE. AEFBRIFMNBRAR, ARSFAELEITERRAENIENT
AN

Ho

B RNFE =
B2 BBABLEXRENLREE LMHEHMN, BEAAESR BRERHEE

@R (B bERRE) BEHEEMERBES L, AILERERMNBEITER. HEF
REAREFAIER, TR ERNEERZASRE. TRAERBPENIRT, ®—MEE
TEMIIE AR A US| 5 — ERE M EXRA,

e &2

B & RERKEINGESEH A, Bt (trace)/7 47 (profile)/{E5E (debug)fER
B, LEREEEMAER THERRNTA , X BE/LRBEHKH B Z (service-level
objectives SLO),

TR —E IT SERK, EERMAILEN MEAEHTNEEEENAE,
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ERETEERER BERAEAGEAEEEEREMERE I AMES R EERER
iR, EERIRBERTESRS S E TRE, SHhREERRMEARE RN ERN
BARR, XEZHB Google MRFEREEESHERER.

REENE, HNERTHERIEEEHZE—E AP FFLL, X2 B 555 B850 8T R
BRAEHMERERRER, i HMEERNEERIT T HLRE, FUREN
EIMRFERE,

iz

BiZ: AN ERBFN B2 SHERR A, F:@Ei#EE257 (logical boundaries) i#E % it {R Z RS
MEMZEHEHRE,

MR ESEERAERSET T ERRNAR, BN EF i ERARIFNRE. 1§
RFERERSF, FEIRATHIHE. TREABABIARREF/SEBHEERR
ML, RALRAILUERARBHIIERL TERE, BRERREMNEERERESE
i, EHEEREMEEEER,

ANEFRE
BAE RIBAE, ERFOAKME ERREAERERNABABSE KRN
HEBEREE B UEMhMERETOEBIRE.

—HMBERERE. AR RMEERE, HRABERERIFRINELRIHNER.
Bl AT HREXEERFRBFHREET D, BMNR 1T, EEEMFARATRTEN
MHAESE AFMEEEHMMANHAE BASFREALIIRERNEELAET
g

= o

RIHRERMNRE, ENENEERENZBF ERERE InfEHAE S HEBZRNITHN
BEMTA (Bl %E. EHE. ZBRKM. EE).

Rk RERFHEANEENERFEER, AAETF—H HHERRAURINE
AREEE,

EimEREE
BiE: BRI E RN, s R MERERCEE, UHEAH T —BEBEMIRE.
T AMAILERMESHPRIRER SHESRERMHESSREEE. &

HEMER, FARHEENGEAR, N LIFEMABEENE &G, BEIRERE
REEE, SRR,
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BB Fr

B2 FERTHNEHOXE, LERHRARHNA BERBRERS, BELOER
HEZ R,

EmXFERECEINIEHERATNE RS REHEBN "FHR, X, &
XFRAEmBEHR REEERBHNFEEER, SEEHTEMERE AR
EEY R EBIBENZEE.

EHnERPRE

BEENNA, EXETNEELARB R THEMIIH, UERHER
RAEmME{ZEGRA

EREIZ HIER AT,

B & E

B2 Bl —ESRENSEEXENER, UREAXFEREIRBIN,

B &/ERHTmLErAREREIR, SEMEERMTUEEAN TR ERRE, REEH
(thought leadership) ] LAEREREF ZFERZ =0, flan: Siflichily S L%, AIREEL TS
TRMBHZMEE, ECHEAESFHAEN IT AN REALSTNEE., HHEKRIIEER
EREETHE, THREmREBRSMMLREER,

EHEEFEQERIEAZRNNEET (BREY epics), BEEIHEH LM T
8, A ERERE, LEEIAMFAEHTREN IT ER,

BEREN
BAE:SHHT BT ETRE UEATTURMMANTENS. EXAR  RERMSE

B,

ER-ERFIRIME ERAEMHERR IT EXNRE, TUEBZELAE
BN EER TR BRI AR BE D E &R, £ coursera # qwiklabs,

Upskilling ME{£ 2 EAEE T ER, FRRETRELFTERASE. BRI R LA
RERIfAEE . B2 Google support i 8. AR 7 EAEEREG, LUSEFIESE ML
RILIBAE.

(JE3XH B Google Cloud, )


https://services.google.com/fh/files/misc/adoption_framework_whitepaper_nov12_final.pdf

